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China’s AI-Driven Information Operations Are Here: The US Needs an AI RMA 
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The DoD must incorporate artificial intelligence (AI) capabilities to counter the influence 
of China. Artificial intelligence will inevitably determine who shapes future conflicts. China is 
actively using these capabilities to gain decision dominance.   

Focusing on information operations is critical. Drones, for example, use artificial 
intelligence capabilities, as do defensive systems. However, conflict between near-peer 
adversaries and competitors is still unlikely as gray zone and hybrid conflict are the dominant 
avenues for competition. With the information environment transcending all domains of warfare, 
artificial intelligence capabilities become the go-to capability to ensure and maintain information 
advantage.  

China’s AI-enhanced information operations are becoming increasingly sophisticated. 
For example, the Chinese advanced persistent threat actor Spamouflage Dragon uses generative 
AI to create online personas to influence public opinion. China and its proxy companies seek to 
develop or compete for AI supremacy within the information environment.  

Of course, China will use anything within its arsenal to shape strategic, operational, and 
tactical levels of war to its advantage, expand its influence, and create an ecosystem that is 
dependent on its technologies. For example, Baidu, known as the “Google of China,” invested 
billions into AI capabilities, creating the proprietary ERNIE model, which has been trained on 
billions of parameters, increasing the output’s quality and complexity.  

However, China is also leveraging open-source AI models to shape the information 
environment. With the recent release of open-source large language models such as DeepSeek 
and Qwen, Chinese-linked subsidiaries, High-Flyer and Alibaba Group created a way to expand 
their influence, revise history, and likely create a dependent ecosystem for target countries. 
Unlike the much more expensive ChatGPT, for which the more basic model is free, China’s 
investment in generative AI models is free for the public and even surpasses ChatGPT’s in some 
respects.   

There is a debate about how China’s proxy state companies were able to create these 
advanced models without US-based critical components. China allegedly did not have access to 
the advanced critical Nvidia chips for which most AI models are dependent. China seems to have 
created generative models just as suitable or even better than that of ChatGPT, but allegedly at a 
fraction of the cost and free of charge to the public. The US limited Nvidia chip exports to China, 
a market predicted to top $1 trillion in revenue within a decade. Still, the accusation is that the 
Chinese subsidiary leased or bought the more advanced Nvidia chips from Singapore, 
circumventing restrictions, and used ChatGPT to train its model.  

Regardless of how China secured these critical technologies, the cat is indeed out of the 
bag. China has shown that it has the capability to develop new and emerging AI technologies. 
From the capabilities already built, it now has a baseline to create even more capabilities to 
develop its own AI chip ecosystem. With such capabilities, China will become more active 
within the information environment with the help of AI capabilities, and its motives are far from 
benevolent.  

https://medium.com/@adelstein/ai-powered-defense-how-cutting-edge-technology-is-revolutionizing-national-security-against-drones-1934a13123fa
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https://www.sparkouttech.com/deepseek-vs-chatgpt/
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https://www.csis.org/analysis/deepseek-huawei-export-controls-and-future-us-china-ai-race
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https://www.theverge.com/news/601195/openai-evidence-deepseek-distillation-ai-data
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Why is the Chinese model free? China has several motives, but it is likely in hopes that 
data and information across the globe are the price tag for using the model while lessening a 
dependency on Western technologies and becoming a global leader in AI by 2030. Whatever 
data is obtained by the United States is icing on the cake. The West is not the primary target 
audience. Both models have servers in Singapore and China, where information is likely subject 
to Chinese laws, and terms and conditions are meaningless.  

The Chinese will use AI technologies to gain an advantage in the information 
environment and seek to expand influence by creating an ecosystem for which other countries 
are dependent on their models. The incentive is to give countries this technology to foster 
dependency. The idea is similar to China’s debt-trap diplomacy—the Belt and Road Initiative. 
While ChatGPT’s basic model is free, China seeks to develop better models at a cheaper price to 
serve as leverage over countries that cannot afford the higher-end US-based models.  

The United States is taking the right approach to maintaining its information advantage 
through AI development and investment. The billions pouring into creating AI data centers will 
play an important role in ensuring the United States has the edge in AI.  

These data centers remain critical for identifying and countering any malign information 
operations against the United States, its partners, and its allies. When Iran attempted to influence 
the 2024 presidential election using the generative model GPT, OpenAI detected and shut it 
down. Without this expansive investment in AI data centers that keep information within the 
letter of US law and oversight, these interventions would be out of reach, and information 
operations may be even more challenging to detect.  

However, this approach is insufficient without incorporating artificial Intelligence into all 
aspects of military operations. The DoD uses artificial intelligence within some branches, but 
given the expansive nature of AI, this is not enough. AI is expected to touch nearly all aspects of 
military operations, especially information operations, and may not have time to wait for its 
major AI initiative, Project Maven, to fully develop. 

Some military scholars have called something like this a revolution in military affairs, but 
perhaps, given the impact of war, it could be classified as such. The concept is somewhat 
antiquated and outdated without some context, but it remains the best way to describe what 
should take place within the DoD. The foundation is already in place through the conceptual 
framework of multidomain operations.  

Artificial capabilities are widely available through graphical user interfaces in 
deployable, ready-to-use form, such as ChatGPT or even internal large language models. The 
joint force should use these capabilities to the broadest extent possible. If anything, artificial 
intelligence, including large language models, will make joint and combined forces more lethal 
and accurate as they counter Chinese efforts within the information environment.    

The DoD must adopt incentives for service members to understand the capabilities of AI 
and incorporate them in all training environments. These incentives can include bonuses for 
taking AI-driven courses. The DoD can also increase awareness and accessibility of AI courses 
on its education platforms which now have a paucity of artificial intelligence courses.  

The DoD must also improve the training environment. With proprietary or off-the-shelf 
software, the DoD can incorporate AI offensive and defensive platforms within all training and 
mission-critical tasks. Even simply assisting with identifying generative outputs, e.g., deepfakes, 
will counter Chinese influence within the information environment, especially during hybrid 
conflict. Furthermore, military doctrine should recognize the importance of AI, especially 
information operations, with an emphasis on psychological operations.   

https://www.weforum.org/stories/2025/01/transforming-industries-with-ai-lessons-from-china/#:%7E:text=China's%20trajectory%20in%20AI%20is,for%20AI%20innovation%20by%202030.
https://www.cfr.org/backgrounder/chinas-massive-belt-and-road-initiative
https://www.reuters.com/technology/artificial-intelligence/behind-500-billion-ai-data-center-plan-us-startups-jockey-with-tech-giants-2025-01-23/
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https://openai.com/index/disrupting-deceptive-uses-of-AI-by-covert-influence-operations/
https://interestingengineering.com/military/project-maven-the-epicenter-of-us-ai-military-efforts
https://www.csis.org/analysis/real-revolution-military-affairs
https://nationalinterest.org/feature/nothing-new-why-revolution-military-affairs-same-old-one-77266
https://nationalinterest.org/feature/nothing-new-why-revolution-military-affairs-same-old-one-77266
https://www.army.mil/article/283601/enhancing_military_operational_effectiveness_through_the_integration_of_camo_and_nipr_gpt
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While AI investment is critical to countering Chinese influence within the information 
environment, the only way to truly embrace multidomain operations is to ensure service 
members have the AI technical competency necessary to maneuver within the information 
environment deterring Chinese aggression. 
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